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|

LEVEL

TYPE ‘ Ecommerce Platform

CHALLENGES | 35

SHRED SKATEBOARDS

Shred Skateboards is an ecommerce platform that lets participants engage in
cybersecurity challenges such as injection, password cracking, sensitive data exposure,
parameter tampering, cryptography, and more.

* Over a dozen vulnerability types

e 35 total challenges

Shopping Cart
st

e - * Challenges appropriate for all
roles and experience levels

BACKSTORY

. Challenge Completed!
Shred Skateboards is your one-stop shop for Tt in 5L Qsts o st Do 05

skateboards, spray paint, stencils, and all the other
trappings of hooliganism. Post a review, change
account credentials, show off your best work in the
graffiti gallery, and buy or redeem a gift card for the
petty criminal in your life.




Shred Skateboards at-a-glance

This ecommerce service lets players buy items in an unintended way, crack
(o)A 4AINI ;M passwords, tamper with other user’s functionality, steal data, and conduct other
nefarious acts.

EXPERIENCE LEVEL RIS
N1 J0le? Nile) \Bn'42 )-8 Ecommerce Platform
LY X131 Y\[\jll Full day or longer, Proctor required

ANVY[TINY[IN @ Traditional web; multiple, single-page applications

NUMBER AND DIFFICULTY [IRSERSEIIELISES
o] No VNN [eI; « Approximately 40% East / 40% Intermediate / 20% Difficult

* Developers

* Application security testers
TARGET ROLES . .

* Security Champions

* Wide range of SDLC roles

KNOWLEDGE/

No special knowledge or tools required
TOOLS REQUIRED

* How vulnerabilities work in a realistic environment
* Real-world implications of insecure applications

SKILLS GAINED

* Restricting access to sensitive data
* Preventing fraudulent transactions

* Weak cryptography

* SQL injection

* Parameter tampering
Tileit|Mleian3ol ° Denial of service

CHALLENGE TYPES BEBEN

* Broken access control

* Business logic flaws

* And more!

ABOUT CMD+CTRL SECURITY

CMD+CTRL Security is a pioneer in software security training. For over two decades, organizations of
all sizes, from mid-sized to Global 100 companies, have relied on our training solutions to transform their
software security. Our role-based modules, skill labs, and hands-on cyber ranges are designed to build skills

that stick. Visit cmdnctrlsecurity.com to learn how we can help you launch a best-in-class training program.





